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Empowering Teachers and the 
S trength of  Their C onnections

BENELUX FORUM 2005
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C i s c o  On  C i s c o   
WiFi Wir e l e ss N e t w o r k s a n  a d d ic t io n

Harm K l aas s e n
Hk l aas s e @ c i s c o . c o m
S y s t e ms  E n g i n e e r E d u c at i o n
n e t h e rl an d s
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A g e n d a

• Wireless st a n d a rd s a n d  t ren d s.
• Wireless sec u rit y .
• St ru c t u red  Wireless-A w a re N et w o rk
SWA N .

• Su m m a ry .
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W i r e l e s s  T e c h n o l o g i e s

L A N
(Local Area Network)

P A N
(P ers on al Area 

Network)

W A N
(W i d e Area Network)

M A N
(M etrop oli tan  Area Network)

Mobile Phones, Mobile Phones, 
c ellu lar  d at ac ellu lar  d at a

T 1  r ep lac em ent , T 1  r ep lac em ent , 
last  m ile ac c esslast  m ile ac c ess

E nt er p r ise E nt er p r ise 
net w or k snet w or k s

PeerPeer --t ot o--PeerPeer
D ev ic eD ev ic e--t ot o-- D ev ic eD ev ic eA p p lic at ionsA p p lic at ions

L ongL ongMed iu mMed iu m --L ongL ongMed iu mMed iu mS hor tS hor tR ang eR ang e

1 0  t o 3 8 4 K bp s1 0  t o 3 8 4 K bp s1 1  t o 1 0 0 +  Mbp s1 1  t o 1 0 0 +  Mbp s1 1  t o 5 4  Mbp s1 1  t o 5 4  Mbp s<  1 Mbp s<  1 Mbp sS p eedS p eed

G S M, G PR S ,G S M, G PR S ,
C D MA , 1 x R T T , 3 GC D MA , 1 x R T T , 3 G

8 0 2 . 1 18 0 2 . 1 1
8 0 2 . 1 6  8 0 2 . 1 6  W iMA XW iMA X8 0 2 . 1 1  8 0 2 . 1 1  b/ gb/ g aaB lu et oot hB lu et oot hS t and ar d sS t and ar d s
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Mo m e n t u m  i s  Bu i l d i n g  i n  W i r e l e s s  LA Ns

• W irel ess L A N s are an “addictiv e” technol ogy
• S trong commitment to W irel ess L A N s b y  
technol ogy  heav y -weights
– C isco,  I B M ,  H P ,  I ntel ,  M icrosof t,  D el l

• Emb edded mark et is growing
– L aptop P C ’s with “wirel ess inside”
– A l so P D A ’s,  phones,  printers,  etc.

• The W L A N  mark et is ex panding                  
f rom I ndu stry -S pecif ic A ppl ications,                
to b road-b ased appl ications in       
U niv ersities,  H omes,  &  O f f ices
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Ev o l u t i o n  o f  t h e  W LA N Bu s i n e s s

Sp ec if ic  I n d u st ries
Hotels
R eta i l

Hosp i ta ls
M a n u f a c tu r i n g

P u b lic  A c c ess “H o t sp o t s”

O f f ic e
WL A N s

O u t d o o rWirelessB rid g in gH o m e

N ew  A p p lic a t io n s
V oi c e ov er  W L A N

B u ses,  S p or ts E v en ts,  C on str u c ti on  S i tes
P u b li c  S a f ety  ( P oli c e,  A m b u la n c es)

Early Adopters

M ai n stream

N ex t W av e

E d u c a t io n
U n i v er si ti es/ L i b r a r i es

A i r p or ts
Hotels

E n ti r e T ow n s

R esta u r a n ts
C of f ee S h op s
C on v en ti on  C en ter s

WLAN Industry 
H a s B e e n Aro und 
F o r O v e r 1 5  Y e a rs
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W LA N S t a n d a r d s  A c t i v i t i e s
( T h e  “A l p h a b e t  S o u p ”)

S tandard I EEE W i-F i A l l iance
• 5  G H z ,  5 4  M b p s 8 0 2 . 1 1 a 8 0 2 . 1 1 a
• 2 . 4  G H z ,  1 1  M b p s 8 0 2 . 1 1 b 8 0 2 . 1 1 b
• M u l t ip l e  r e g u l a t o r y  d o m a in s 8 0 2 . 1 1 d
• Q u a l it y  o f  S e r v ic e  ( Q o S ) 8 0 2 . 1 1 e WM E
• I n t e r - A c c e ss P o in t  P r o t o c o l 8 0 2 . 1 1 f
• 2 . 4  G H z ,  5 4  M b p s 8 0 2 . 1 1 g 8 0 2 . 1 1 g
• D FS  &  T P C 8 0 2 . 1 1 h
• S e c u r it y 8 0 2 . 1 1 i WP A ,  WP A 2
• J a p a n  5  G H z  C h a n n e l s 8 0 2 . 1 1 j
• M e a su r e m e n t 8 0 2 . 1 1 k
• M a in t e n a n c e 8 0 2 . 1 1 m
• H ig h -S p e e d 8 0 2 . 1 1 n

Develop Spec Interoperability Testing
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T h e  8 02. 1 1 g  S t a n d a r d
• 802.11g standard ratified by IEEE in June ‘03

Wi-F i 8 0 2 . 1 1 g  in t e r o p e r a b il it y  t e s t in g  b e g a n  J u l y  ’ 0 3
Wo r l d w id e  u s a g e

• O p erates in th e sam e 2.4  G H z  band as 802.11b
U s e s  t h e  s a m e  t h r e e  n o n -o v e r l a p p in g  c h a n n e l s

• F ul l  bac k w ard c o m p atibil ity w ith  802.11b
I n v e s t m e n t  p r o t e c t io n
C o n c e p t u a l l y  s im il a r  t o  E t h e r n e t  v s .  F a s t  E t h e r n e t
. 1 1 g  t h r o u g h p u t  is  r e d u c e d  in  “m ix e d  c e l l s ” w it h  b o t h  . 1 1 b  &  . 1 1 g  c l i e n t s  
d u e  t o  b a c k w a r d  c o m p a t ib il it y  c o n s t r a in t s ;  h o w e v e r ,  w it h  t h e  r e c e n t l y  
im p l e m e n t e d  “R T S -t o -S e l f ” d e f a u l t  o n  t h e  A P ,  m ix e d  c e l l  t h r o u g h p u t  h a s  
b e e n  im p r o v e d .

• U ses O F D M  fo r 802.11g data rates,  C C K  fo r 802.11b
O F D M :    5 4 ,  4 8 ,  3 6 ,  2 4 ,  1 8 ,  1 2 ,  9  &  6  M b p s
C C K :      1 1 ,  5 . 5 ,  2  &  1  M b p s
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8 02. 1 1 a / b / g  C o m p a r i s o n :
T h r o u g h p u t

4 1 7 %2 55 48 0 2 . 1 1 a

3 67 %2 25 48 0 2 . 1 1 g  (no  . 1 1 b  
c l i e nts i n c e l l )

2 3 3 %1 45 48 0 2 . 1 1 g  (w i th  . 1 1 b  
c l i e nts i n c e l l )

1 0 0 %61 18 0 2 . 1 1 b

T h ro ug h p ut a s a  %  
o f  8 0 2 . 1 1 b  
T h ro ug h p ut

T h ro ug h p ut 
(M b p s)

D a ta  R a te  
(M b p s)

8 0 2 . 1 1 g  th ro ug h p ut i s re duc e d i n “m i x e d c e l l s” w i th  b o th  . 1 1 b  &  . 1 1 g  
c l i e nts due  to  b a c k w a rd c o m p a ti b i l i ty c o nstra i nts;  h o w e v e r,  w i th th e  
re c e ntl y i m p l e m e nte d “R T S -to -S e l f ” de f a ul t o n th e  AP ,  m i x e d c e l l  
th ro ug h p ut h a s b e e n i m p ro v e d.

1010h k l a a s s e© 2 0 0 5  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .C i s c o  o n  C i s c o  

W i r e l e s s  LA N T e c h n o l o g y  S p r e a d i n g  
T h r o u g h o u t  C i s c o  P r o d u c t  Li n e

• Access Points, Client Cards, Outdoor B ridg es and Antennas
• S w itch es – Cataly st 6 5 0 0  S erv ices m odules.  
• M anag em ent – CiscoW ork s W L S E
• S ecurity  – ACS , Access R eg istrar 
• M ob ile Access – M AR 3 2 0 0  M ob ile R outer
• V oice – 7 9 2 0 , S of t-p h one Clients
• Pub lic Access – S I M -auth entication
• S ecure G uest Access – B B S M  and S S G
• H om e – L ink sy s
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D e b a t e :
2. 4  G H z  8 02. 1 1 g  v s .  5 G H z  8 02. 1 1 a

Q: Which is better?
A: Both!

• S il ic o n  V e n d o r s f o c u sin g  o n  . 1 1 a / b / g  c h ip se t s
• “D u a l -B a n d  . 1 1 a / b / g  i s  t h e  F u t u r e ”

−G a r t n e r  G r o u p
−M E T A  G r o u p

H om e E nv ironm ent . 1 1 g
B usiness E nv ironm ent . 1 1 a/ b / g
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8 02. 1 1 a  &  g  D e p l o y m e n t  C o n s i d e r a t i o n s  

• N o reason not to b eg in m ig ration to 8 0 2 . 1 1 g
F o r  C i s c o ,  . 1 1 g  A P s s a m e  c o s t  a s  . 1 1 b ,  n o  8 0 2 . 1 1 b  p e r f o r m a n c e  d e g r a d a t io n
N e w  s it e  s u r v e y  n o t  a  n e c e s s it y ,  m o s t  in s t a l l e d  a n t e n n a s  s u p p o r t e d
I n c r e a s e d  t h r o u g h p u t ,  e n h a n c e d  s e c u r it y ,  b e t t e r  8 0 2 . 1 1 b  r a n g e

• D ual b and 8 0 2 . 1 1 a/ g  clients are b ecom ing  m ainstream
. 1 1 a / g  c h ip s e t s  a r e  n o w  c o m m o n p l a c e  f r o m  t h e  l e a d in g  s i l ic o n  v e n d o r s

• Custom ers can start p lanning  f or a dual-b and inf rastructure
C is c o  A ir o n e t  1 2 0 0  S e r i e s  A c c e s s  P o in t  s u p p o r t s  d u a l  r a d io s  a t  t im e  o f  p u r c h a s e  o r  a s  a  f i e l d  u p g r a d e
8 0 2 . 1 1 a  A P  r a d io s  c a n  b e  a d d e d  in  r e s p o n s e  t o  i n c r e a s e s  in  n u m b e r  o f  u s e r s ,  WL A N  t r a f f ic ,  a n d  %  o f  c l i e n t s  t h a t  a r e  8 0 2 . 1 1 a -c a p a b l e
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A l l  C i s c o  A P ’s  H a v e  I n -Li n e  P o w e r  t o  
Re d u c e  I n s t a l l a t i o n  C o s t s

• In-Li ne  P o w e r o n 1 1 0 0 ,  &  
1 2 0 0  S e ri e s AP ’s

• 4 8  V o l t D C  p o w e r sup p l i e d 
o v e r C a t 5  c a b l e

• E l i m i na te s c o st o f  i nsta l l i ng  
AC  p o w e r

• AP 1 1 0 0 / AP 1 2 0 0  o f f e r 
c h o i c e  o f  i n-l i ne  p o w e r o r 
se p a ra te  AC  p o w e r

• C a ta l yst i nl i ne -p o w e re d 
sw i tc h e s sup p o rt de v i c e  
di sc o v e ry m o de

E t h e r n e t  I n -l in e  P o w e r  S o u r c e s:
• C i sc o  Ai ro ne t P o w e r Inj e c to rs
• C a ta l yst 3 5 6 0 -2 4 P WR  S w i tc h
• C a ta l yst 4 5 0 0  a nd 6 5 0 0  S e ri e s S w i tc h e s
• C i sc o  2 6 0 0 ,  3 6 0 0 / 3 7 0 0  a nd th e  Ne w s IS R  
2 8 0 0 ,  3 8 0 0 ,  

• Inl i ne  P o w e re d E th e rS w i tc h M o dul e s
• 4 8  P o rt P o w e r P a tc h  P a ne l

E t h e r n e t  I n -l in e  P o w e r  S o u r c e s:
• C i sc o  Ai ro ne t P o w e r Inj e c to rs
• C a ta l yst 3 5 6 0 -2 4 P WR  S w i tc h
• C a ta l yst 4 5 0 0  a nd 6 5 0 0  S e ri e s S w i tc h e s
• C i sc o  2 6 0 0 ,  3 6 0 0 / 3 7 0 0  a nd th e  Ne w s IS R  
2 8 0 0 ,  3 8 0 0 ,  

• Inl i ne  P o w e re d E th e rS w i tc h M o dul e s
• 4 8  P o rt P o w e r P a tc h  P a ne l

No  P o w e r

P o w e r

P o w e r

Cisco Power 
I n j ect or

S wit ch  wit h  
I n l in e Power

S wit ch  wit h ou t  
I n l in e Power

Cat5

Cat5
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1 3 00 S e r i e s  8 02. 1 1 g
Ou t d o o r  A P  &  W i r e l e s s  Br i d g e

• 5 4  M b p s m a x .  da ta  ra te ,  2 8  M b p s th ro ug h p ut
• O utdo o r w e a th e r-p ro o f  h o usi ng
• 2  v e rsi o ns:

With integrated 13 dB i p atc h antenna
With c o nnec to rs  f o r rem o te antenna

• C i sc o  IO S  S o f tw a re
• S a m e  WLAN se c uri ty c a p a b i l i ti e s a s AP 1 2 0 0
• C a n o p e ra te  a s a n “o utdo o r AP ” o r w i re l e ss b ri dg e
• P o i nt-to -P o i nt &  P o i nt-to -M ul ti p o i nt c o nf i g ura ti o ns
• F ul l  l i ne  o f  o f  2 . 4  G H z  a nte nna s sup p o rte d:

9  d B i p atc h
5. 2  d B i o m n i d i r e c ti o n al
1 3 . 5 d B i Y ag i
2 1  d B i d i s h
1 3  d B i p atc h  ( i n te g r ate d )
1 2  d B i o m n i d i r e c ti o n al
1 4  d B i s e c to r

1300 Series Outdoor AP/Bridge with 
integrated 13 dBi patch antenna
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A g e n d a

• Wireless st a n d a rd s a n d  t ren d s.
• Wireless sec u rit y .
• St ru c t u red  Wireless-A w a re N et w o rk
SWA N .

• Su m m a ry .
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Hackers

• D o n ’t  r e l y  o n  b a sic  WE P  e n c r y p t io n ;  A l w a y s u se  st r o n g  p a ssw o r d s

W i r e l e s s  LA N S e c u r i t y :
V u l n e r a b i l i t i e s  &  Le s s o n s

L e sso n s:

“W ar D ri v i n g ”

• S e c u r it y  m u st  b e  t u r n e d  o n  ( p a r t  o f  t h e  in st a l l a t io n  p r o c e ss)

V u l n e r a b il it ie s:

• E m p l o y e e s w il l  in st a l l  WL A N  e q u ip m e n t  o n  t h e ir  o w n  
( c o m p r o m ise s se c u r it y  o f  y o u r  e n t ir e  n e t w o r k )

E m p l o y ees
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W LA N S e c u r i t y  H i e r a r c h y

Virtual
P riv ate
N e tw o rk  
( VP N )

No  E nc ryp ti o n,   
B a si c  Auth e nti c a ti o n

Pu b l ic  “H o ts p o ts ”

O p e n  A c c e ss 4 0 -b i t o r 1 2 8 -b i t
S ta ti c  WE P  E nc ryp ti o n

H o m e U s e

B a sic  S e c u r it y 8 0 2 . 1 X ,  8 0 2 . 1 1 i
T K IP / WP A E nc ryp ti o n,
M utua l  Auth e nti c a ti o n,
S c a l a b l e  K e y M g m t. ,  e tc .

B u s ines s

E n h a n c e d  S e c u r it y

R e m o te  
Ac c e ss

B u s ines s  
Trav el er,  

Tel ec o m m u ter
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Wi -F i P ro te c te d Ac c e ss:
• M a n d a t es  T K I P  E n c r y p t i o n  +  
M I C  +  8 0 2 . 1 X  A u t h en t i c a t i o n
• R eq u i r ed  a s  o f  A u g . ’0 3

C i sc o  C o m p a ti b l e  P ro g ra m :
• C i s c o  C o m p a t i b l e eX t en s i o n s
• E n s u r es  i n t er o p er a b i l i t y  f o r  a  
v a r i et y  o f  8 0 2 . 1 X  a u t h en t i c a t i o n  
t y p es ,  i n c l u d i n g  L E A P  &  P E A P

Wi-F i P r o t e c t e d
A c c e s s  ( “WP A ”)

Cisco 
Com p a t ib l e  

P r og r a m

En t e r p r i s e -C l a s s  W LA N S e c u r i t y

E nc ryp ti o n:  T K IP  +  M IC
• Tem p o r a l  Key  I n t eg r i t y  P r o t o c o l
•Mes s a g e I n t eg r i t y  C h ec k
• S u c c es s o r  t o  W E P  en c r y p t i o n

8 0 2 . 1 X

Au
th
en

tic
ati

on T K I P+M I CEn
cry

pt
ion

•Standardized
•Optimized for Enterprise
•Broad Adoption
•Tested for Interoperability

1919h k l a a s s e© 2 0 0 5  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .C i s c o  o n  C i s c o  

• WE P (“Wi re d E q ui v a l e nt P ri v a c y”)
O riginal  s tandard f o r WL A N  enc ry p tio n
A  determ ined hac k er c an b reak  s tatic  WE P k ey s
O K f o r ho m e u s e;  N o t adeq u ate f o r b u s ines s  u s e

• 8 0 2 . 1 1 i/ WP A :  T K I P E n c r y p t io n  w it h  M e ssa g e  I n t e g r it y  C h e c k
Cis c o ’s  p re-s tandard TKIP ( a. k . a.  “CKIP”)  b egan s hip p ing D ec . ’0 1
A l l  Cis c o  A iro net WL A N  p ro du c ts  ( ex c ep t B R 35 0  &  WG B 35 2 )  no w  s u p p o rt 8 0 2 . 11i-s tandard TKIP ( p art o f  WPA  s tandard)
WPA  ( “Wi-F i Pro tec ted A c c es s ”)  del iv ers  enterp ris e-c l as s  s ec u rity  c o ns is tent w ith 8 0 2 . 11i s p ec
WPA  is  m andato ry  f o r al l  new  Wi-F i p ro du c ts  intro du c ed s inc e A u g. ’0 3

• 8 0 2 . 1 1 i/ WP A 2 :  A E S E n c r y p t io n
A E S  is  the “G o l d S tandard” o f  enc ry p tio n
WPA 2  s tandard w il l  inc l u de b o th TKIP &  A E S  ( p er 8 0 2 . 11i s p ec )
WPA 2  intero p erab il ity  tes ting b egins  F al l  ‘0 4 ;  w o n’t b e m andato ry  u ntil  S p ring 2 0 0 6
Cis c o  w il l  im p l em ent A E S  in hardw are,  no t s o f tw are,  to  ens u re go o d s ec u rity  andgo o d p erf o rm anc e
Cis c o ’s  8 0 2 . 11g radio s ,  and 2 nd-generatio n 8 0 2 . 11a radio s ,  w il l  s u p p o rt A E S  ( Cis c o ’s  8 0 2 . 11b  radio s  w il l  no t s u p p o rt A E S )

W LA N En c r y p t i o n :
3  C h o i c e s

8 0 2 . 1 1 i  S ta nda rd:
• R atif ied J u ne ’0 4
• 2  E nc ry p tio n Mo des  S u p p o rted:- TKIP +  MIC- A E S
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W LA N En c r y p t i o n :
H o w  T o  D e c i d e  W h a t  T o  Us e ?

• D e v ic e s
Mo s t WL A N  dev ic es  c an s u p p o rt WPA / TKIP
A t p res ent,  A E S  is  no t w idel y  s u p p o rted ( b u t this  w il l  ev o l v e o v er the nex t f ew  y ears  as  m o re new  dev ic es  are s hip p ed that c an s u p p o rt A E S )

• A p p l ic a t io n s
A E S  is  ap p ro p riate f o r s o m e c ritic al  ap p s  ( heal thc are,  f inanc ial ,  natio nal  s ec u rity )
F o r m o s t m ains tream  o f f ic e ap p s ,  WPA / TKIP is  m o re than s u f f ic ient ( WPA / TKIP has  nev er b een b ro k en)

• I n t e r o p e r a b il it y
B etw een WPA  tes ting and Cis c o  Co m p atib l e tes ting,  a l arge nu m b er o f  dev ic es  hav e b een tes ted f o r WPA / TKIP intero p erab il ity
A E S / WPA 2  intero p erab il ity  tes ting w il l  b egin F al l  ’0 4 ,  b u t ex is ting p ro du c ts  in the m ark et do  no t need to  go  thro u gh this  tes ting

• V L A N s
Y o u  c an “m ix  &  m atc h” s ec u rity  o n y o u r WL A N  b y  u s ing V L A N s
V L A N -1:  F o r dev ic es  that c an handl e A E S ,  and ap p l ic atio ns  that req u ire A E S
V L A N -2 :  F o r al l  o ther dev ic es  that c an handl e WPA / TKIP
V L A N -3:  F o r ap p l ic atio n-s p ec if ic  o r l egac y  dev ic es  that o nl y  s u p p o rt WE P

( WE P is  ins ec u re and p u ts  the netw o rk  at ris k )
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V LA Ns :
Fo r  S e c u r i t y ,  V o i c e ,  G u e s t  A c c e s s ,  e t c .

A  S ingl e WL A N  Can H andl e u p  to  16  S ep arate V L A N s
A  S ingl e WL A N  Can H andl e u p  to  16  S ep arate V L A N s

SSID: Data
Se c u r i ty : W P A  =
P E A P  +  A E S

A P Channel :  6
SSID “Data” =  V L A N  1

8 0 2 . 1 Q  W i r e d
N e tw o r k  w / V L A N s

SSID: V o i c e
Se c u r i ty : W P A  =  
L E A P  +  W P A

SSID “V o i c e ” =  V L A N  2

SSID: V i s i to r
Se c u r i ty : O p e n

SSID “V i s i to r ” =  V L A N  3

B y  2 0 0 4 ,  30 %  o f  enterp ris es  w il l  im p l em ent G u es t A c c es s ,  ris ing to  6 0 %  b y  2 0 0 6 .    -M E T A  G r o u p ,  S e p . ’0 3
B y  2 0 0 4 ,  30 %  o f  enterp ris es  w il l  im p l em ent G u es t A c c es s ,  ris ing to  6 0 %  b y  2 0 0 6 .    -M E T A  G r o u p ,  S e p . ’0 3
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W LA N S e c u r i t y :
Be s t  P r a c t i c e s

• M u t u a l  A u t h e n t ic a t io n  is v it a l  f o r  WL A N s
• U se  V P N s f o r  r e m o t e  a c c e ss
• S t r o n g  P a ssw o r d s a r e  y o u r  b e st  d e f e n se  a g a in st  d ic t io n a r y  a t t a c k s

P ro m p t use rs to  se l e c t ne w  p a ssw o rds e v e ry 3 -6  m o nth s
C h a ra c te ri sti c s o f  a  S tro ng  P a ssw o rd:

A t l eas t 10  c harac ters  l o ng
U s e b o th u p p er &  l o w er c as e l etters
U s e 1 o r m o re s y m b o l s  ( !  @  #  $ )
Pas s w o rd s ho u l d no t c o ntain real  w o rds  ( in any  l angu age)

• C r e a t e  a  WL A N  P o l ic y  f o r  y o u r  o r g a n iz a t io n
E m p l o ye e s sh o ul d no t i nsta l l  ro g ue  AP ’s a t w o rk
R e m i nd use rs to  e na b l e  se c uri ty o n th e i r h o m e  AP ’s (e v e n b a si c  WE P  i s 
b e tte r th a n no th i ng )

• Fo r  f u r t h e r  in f o r m a t io n ,  c h e c k  o u t  C isc o  WL A N  Wh it e  P a p e r s a t  
w w w . c isc o . c o m / g o / a ir o n e t / se c u r it y
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A g e n d a

• Wireless st a n d a rd s a n d  t ren d s.
• Wireless sec u rit y .
• St ru c t u red  Wireless-A w a re N et w o rk
SWA N .

• Su m m a ry .
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C i s c o ’s  W i r e l e s s  LA N S t r a t e g y

Sea m lessly  I n t eg ra t e 
a n d  E x t en d  w ired  a n d  
w ireless n et w o rk s

Sea m lessly  I n t eg ra t e 
a n d  E x t en d  w ired  a n d  
w ireless n et w o rk s

Benefits of Integrating 
W ired  and  W irel ess 

• Seamless management 
o f  w i r ed  and  w i r eless

• Sy ner gy  w i th  w i r ed  
f u nc ti o ns

• F u tu r e p r o o f  y o u r  
tec h no lo gy  i nv estment

• P er f o r manc e and  
Sc alab i li ty

• F u nc ti o nali ty
.  .  .  D riv ing to M inim iz e T C O  .  .  .  D riv ing to M inim iz e T C O  .  .  .  D riv ing to M inim iz e T C O  
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C i s c o  S W A N:
I n t e g r a t e d  W i r e d / W i r e l e s s  Fr a m e w o r k

S ec u rity
AND

S c al ab il ity
AND

E ase of D ep l oy m ent
AND

N etw ork  M anagem ent
AND

L ow  O p erating C osts
AND

V oic e +  D ata
AND

M ob il ity

P rov id es:

AL L  AT  T H E  S AM E  T I M E !
NO  T R ADE O F F S !

Wirel es s
A c c es s
Po ints A P12 0 0 A P110 0

Cis c o -b rand &
Cis c o -Co m p atib l e
Cl ients

Central iz ed S erv ers

CiscoWorks WL S EA CS
S w itc hes

E dge S w itc hes Cat 6 5 0 0  S eries  WL S M

B R 130 0
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C i s c o  S t r u c t u r e d  W i r e l e s s -A w a r e  Ne t w o r k
K e y  Be n e f i t s
• S c al ab l e W L A N  M anagem ent

Managing 50/100  AP up to 2500 APs is as easy as managing a few APs
E asil y upd ate softwar e on al l  APs

• E nh anc es S ec u rity
W L AN  I D S :  R ogue AP D etec tion,  L oc ation and  S uppr ession
W L AN  I D S :  AP S c an O nl y Mod e
F ast S ec ur e L ayer  3  R oaming
W AN  L ink  S ur v iv ab il ity with  L oc al  Auth entic ation S er v ic e
S ec ur ity Pol ic y Monitor ing

• S im p l ified  W L A N  D ep l oy m ent &  O p erations
Assisted  S ite S ur v eys
I nter fer enc e D etec tion and  Mitigation

• E ffec tiv e T rou b l esh ooting and  D iagnostic  T ool s
S el f-h eal ing W L AN s
Pr oac tiv e per for manc e and  faul t monitor ing

Extends the security and reliability of the wired LAN to the wireless LANExtends the security and reliability of the wired LAN to the wireless LAN
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C i s c o W o r k s W LS E 2. 1 1  o r  Ex p r e s s

• R ad i o  M anagement E nh anc ements:
S e l f  H e a l in g  WL A N s
A u t om a t e d  R e -S it e  S u rv e y
X M L  A P I  f or R a d io M a n a g e m e n t
. 1 1 a  a n d  . 1 1 g  R a d io M a n a g e m e n t  su p p ort
R og u e  A P  S u p p re ssion  t h rou g h  sw it ch  p ort  sh u t -d ow n

• Su p p o r t f o r  8 0 2 . 1 1 g and  8 0 2 . 1 1 a/ g A c c ess P o i nts
• C i sc o W o r k s W L SE  E x p r ess u p  to  1 0 0  A P  th e SM B  and  
Sec u nd ar y /  P r i mai r y sc h o o l so lu ti o n

• R eal-ti me r ep o r ts f o r  tr o u b lesh o o ti ng
• W D S b ased  c li ent tr ac k i ng to  lo o k  u p  asso c i ated  A P
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C i s c o  S W A N - Ro g u e  A c c e s s  P o i n t  D e t e c t i o n  
Access Point and Client-Assisted R F  S canning

R og u e  A P

SiSi SiSi

Network Management System

R M A ggregati on
C i sc oW orks W L SE

SiSi

SiSi

SiSi Network C ore

D i stri b u t i on

A c c ess

RM

Swi tc h  B ased
W D S

RM

RM

1 . CiscoWorks
WL S E  a n a l y z e s 
a g g re g a t e d  R a d io 
M a n a g e m e n t  ( R M )  
f rom  b ot h  a cce ss 
p oin t s ( A P s)  a n d  
cl ie n t s 

2 . CiscoWorks WL S E  
se n d s a l e rt s 
in d ica t in g  p re se n ce  
of  rog u e  A P s  

3 . Cl ie n t  R F  sca n n in g  
d e t e ct s rog u e  A P s 
b e y on d  t h e  ra n g e  of  
A P -on l y  
R F  sca n n in g

RM RM RM

R og u e  A P

R og u e  A P

C i sc o 
A i ronet A P

C i sc o 
A i ronet A P
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C i s c o  S W A N - Ro g u e  A c c e s s  P o i n t  D e t e c t i o n
Access Point S canning -O nly  M ode 

R ogu e A P

SiSi SiSi

Network Management System

R M A ggregati on

C i sc oW orks W L SE

SiSi

SiSi

SiSi Network C ore

D i stri b u t i on

A c c ess

Swi tc h  B ased
W D S

RM

APs in Scanning-O nl y  
M o d e  can b e  d e p l o y e d   
in l o cat io ns w h e r e  
W L AN s h av e  no t  y e t  
b e e n d e p l o y e d

APs in Scanning-O nl y  M o d e  ar e  l ist e n-o nl y  and  can h av e  
h igh e r -gain ant e nnas so  a f e w  Scanning-O nl y  APs can 
p r o v id e  r o gu e  AP d e t e ct io n f o r  a l ar ge  p h y sical  ar e a

C i sc o A i ronet Seri es 
A c c ess P oi nt
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C i s c o W o r k s  W LS E Lo c a t i o n  Ma n a g e r
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C i s c o W o r k s W LS E 
Ro g u e  A P  D e t a i l s  S c r e e n

3232h k l a a s s e© 2 0 0 5  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .C i s c o  o n  C i s c o  

C i s c o  S W A N
O u t of  B ox  D ep loy m ent - Assisted S ite S u r v ey
1.  C isc oW or k s W L S E  instr uc ts APs to measur e and  r epor t th e R ad io F r eq uenc y 
( R F )  env ir onment and  push es optimal  R F  c onfigur ations to APs
2.  C isc oW or k s W L S E  uses measur ements fr om a c l ient as it wal k s th e 
per imeter  of th e c ov er age ar ea to fur th er  fine-tune R F  c ov er age

C isc oW or k s 
W L S E  c ontr ol s 
th e pr oc ess
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C i s c o W o r k s W LS E S c r e e n  S h o t : RF Ma p
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S e l f  H e a l i n g  W LA Ns
1 .  T im ely  r esp onse to loss of  AP/ R adio
2 .  S tab le m ech anism
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A g e n d a

• Wireless st a n d a rd s a n d  t ren d s.
• Wireless sec u rit y .
• St ru c t u red  Wireless-A w a re N et w o rk
SWA N .

• Su m m a ry .
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W h y  W i r e l e s s  w i t h  C i s c o ?
• We know networking, and are committed to wireless

W i r el ess networ k ing is c ompl ic ated  and  ev ol v ing
An ex tension of th e wir ed  networ k
N o amb itions for  d ev ic es

• We are committed to an op en, standards-b ased ap p roach
R eq uir ed  to gr ow th e ov er al l  mar k et
C an’t d o it al l  our sel v es,  ev en if we wanted  to
W e h av e many suc c essful  mul ti-v end or  d epl oyments in r etail
Pr ov en par tner ing pr ogr am with  a b r oad  r ange of sol utions

• We h av e a p rov en arch itectu re, and a sy stem cost adv antage
L ower  ov er al l  total  c ost of owner sh ip,  l ower  r isk

• We h av e a leading secu rity  of f ering
W PA,  8 02. 1X ,  Mul tipl e E AP-types,  V PN  

• We have a broad, integrated product offering
Signif icant  R & D  d e v o t e d  t o  w ir e l e ss at  C isco ,  b e y o nd  APs
Su p p o r t  f o r  a v ar ie t y  o f  w ir e l e ss ap p l icat io ns ( v o ice / v id e o ,  gu e st  acce ss,  I P su r v e il l ance ,  e t c. )
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At HomeAt Home

O n  t h e
R o a d
O n  t h e
R o a d

At WorkAt Work

Cisco
M ob il e
O f f ice

Cisco
M ob il e
O f f ice

T h e  W i r e l e s s  I n t e r n e t

At SchoolAt School

8 0 2 . 1 1  is  ready  to ful fil l  the prom is e of 
“T he Wirel es s  I nternet”

Q and A

383838© 2 0 0 5 ,  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
C i s c o  O n  C i s c o  
W i F i


